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1
Decision/action requested

It proposes a new KI for URLLC security.
2
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3
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: Acceleration of authentication and key agreement procedure for low latency
5.X.1
Key issue details

Editor’s Note: The re-authentication procedure impact on UP latency is FFS.
The R15 authentication and key agreement (AKA) procedure always involves HPLMN (i.e. AUSF and UDM) to query new AV from HPLMN and authenticate the UE by HPLMN. The NAS SMC procedure also is a part of the AKA procedure in R15, which is used to verify KSEAF is generated correctly both in UE and network. It is less efficient compared to AKA procedure in LTE, but increase security for home control and identifier privacy.

It needs to be studied that how to enhance the AKA procedure to reduce the latency to authenticate the UE and setup new security context for the UE without downgrading the security level of R15 AKA procedure, and which node of the visited network can be the network endpoint of the enhanced AKA procedure.
5.X.2
Security threats

TBD. 
5.X.3
Potential Security requirements

TBD.
***
END OF CHANGES
***
